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ALL DEVICES CAMPUS IT 10T DATA CENTER cLoup OT NETWORK

CAMPUS IT DEVICES

OT ASSET TYPE

FACILITIES & BUILDING AUTOMATION EQUIPMENT

® (20%)RTU (19%) IP cameras (52%) Computers

(18%) PLC (15%) Access control ’ (28%) VoIP
> (15%) Master ® (15%) Environmental ... v ® (12%) Mobile
(14%) EWS (14%) Internal comm. Y | (5%) Router/Switch

° . [
® (9%) Switch ® (12%) Physical securi ® (2% Prin
‘17 950 ® (8%) Windows Server 6 174 ® (10%) Smart Lighting 44 50’] ® (<1%) Firewall
’ [ i
® (5%)IED il ® (3%) HVAC Foal ® (<1%) Wireless Con
; ® (2% HMI @ (2%) Pneumatic trans ® (<1%) Network Acc
Y 4 (7%) Other (5%) Other (<1%) Control
® (<1%) Other
OT ASSETS WITH VULNERABILITIES Last Hour = ANTI-VIRUS COMPLIANCE LastMonth v = EC2 INSTANCE COMPLIANCE Last Month =
® Compliant - AV installed, running, up-to-date
@ Non-Compliant - AV installed, not running T 6 1 75
'
® Non-Compliant - AV installed, running, not up-to-date (5% Total
\L «I 8 T 21 24,000
(s%)1  Critical (5%)1  Medium \_//__’—’
18,000
1 5249 205
| (5%)1 Compliant (5%) Non-Compliant Internet Gate..
15 42 2000
(15%)2  High (@7%)9  Low
| 432 289
_—_— (15%)2  Non-Compliant Encryption (27%)2  Non-Compliant Multiple Issues

a a a an23 Jan27 Ja Feb03 Feb06 Feb09 Feb 13
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